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 ބީލަމާގުޅޭ މަޢުލޫމާތު ކަރުދާސ  
 

      
 ޕ ރޮޖކެ ޓ ގެ ނަނ :  އެޑ ވާނ ސ ޑ  އެނ ޑ  ޕޮއނި ޓ  ޕ ރޮޓެކ ޝަނ  ސޮލިއޝުަނ  ފޯރުކށޮ ދނޭެ ފަރާތެއ  ހދޯުނ  

38/2026/W-025  :ުޕ ރޮޖކެ ޓ ގެ ނަނ ބަރ 
6AB/38/2026/72-(IUL)38  އިޢުލާނ  ނަނ ބަރ: 

 :އިޢުލާނ  ތާރީޚ   2026ޖޫނ   23
 

 

 ހުށަހަޅނަ ޖެހޭނީ:  ބލީަނ   

 ތަނ :   ވަނަ ފނަ ގފިިލާ،ޕީ.އޭކޮމ ޕ ލެކ ސ ،ހިލާލީމަގު،މާލެ.  5އިލެކ ޝަނ ސ  ކޮމޝިަނ ،
 ތާރީޚ :   2026 ޖުލައި 05

 ގަޑި  10:30
 
 
 

 އިލެކ ޝަނ ސ  ކޮމޝިަނ  
 މާލެ، ދވިހެރިާއ ޖެ 
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 ލަނ  ހުށަހަޅާ ފަރާތ ތަކަށ  ދެވޭ އިރުޝާދު ބީ
ހށުަހަޅާނެ  ތަޢާރަފު  .1 ބލީަނ   މޢަުލޫމތާާއި،  ޚިދުމުގެ  މުދަލާއި  ބނޭުނ ވާ  ގަނ ނަނ   ހިމނެޭނީ  ކަރުދާހުގައި  މި 

 ގޮތުގެ އޞުޫލތުަކާއި، ބީލނަ ތައ ޔާރުކުރނާެ ގޮތުގެ އިރުޝާދެވެ.  
 
ބލީަމަށ    .2

ކުރިމތަިލެވޭ 
ފަރތާ ތަކުގައި 
ހނު ނނަ ޖެހޭ  

 ޠުތައ  ޝަރު

:  ނަނ ބަރ  ޤާނޫނު)  ޤނާޫނު  ކުރުމުގެ  ރަޖިސ ޓުރީ  ވިޔަފާރި  ،ހުޅުވލާެވިފައވިަނީ   ބލީަނ  2.1
 ބަޔާނ ކުރާ  ތިރީގައި  ކުރެވިފައިވާ   ރަޖިސ ޓުރީ  ވިޔަފާރި  ދށަުނ   ގެ(  18/2014

ދަޢލުަތުގެ  އަދި    .ފަރާތ ތަކަށެވެ ކުރިޔށަ ދާނީ  ކަނ ތައ ތަކެއ   އެނ މެހައި  ބީލަމުގެ  މި 
 .މާލިއ ޔަތު ގަވާއިދުގައި ބަޔނާ ކޮށ ފައިވާ ހަމަތަކާއި އޞުޫލުތަކުގެ މތަީނ ނެވެ

ކުރެވިފައިވާ   2.1.1  ރަޖިސ ޓ ރީ  ދށަުނ   ޤނާޫނުގެ  ކުނ ފުނ ޏާއިބެހޭ  ދިވެހިރާއ ޖޭގެ 
 ކނު ފނުިތައ .  

  

 ޕޓާ ނަރޝިޕ  ޤނާޫނުގެ ދށަުނ  ރަޖިސ ޓ ރީ ކުރެވިފައިވާ ޕޓާ ނަރޝިޕ ތައ . 2.1.2 
  

ކޯޕަރޭޓިވ    2.1.3  ކުރެވިފއަިވާ  ރަޖިސ ޓ ރީ  ދށަުނ   ޤނާޫނގުެ  ސޮސައިޓީގެ  ކޯޕަރޭޓިވ  
 .ސޮސައޓިީތައ 

  

ކުރެވިފައިވާ   2.1.4  ރަޖިސ ޓ ރީ  ދަށުނ   ޤނާޫނުގެ  ވިޔަފާރީގެ  ފަރުދުނ ގެ  އަމިއ ލަ 
 އަމިއ ލަ ފަރުދނު ގެ ވިޔަފާރިތައ .

  

 އިކޮނޮމިކ   އޮފ   މިނިސ ޓ ރީ  ފަރާތ ތަކުގެތެރެއިނ   ބަޔާނ ކުރާ  ގައި  2.1  މިމާއ ދާގެ 2.2
  ގނި ތިއެއ ގައި   ގިނ ތިއަކުނ   ވިޔަފާރީގެ  މެދުފނަ ތީގެ  އަދި  ކުދި  ޑިވެލޮޕ މަނ ޓ ގެ

 ދިވެހިވޔިަފާރިތައ  ކުރެވިފައިވާ ރަޖިސ ޓ ރީ
  

ގަވާއިދުގެ   2.3 މާލިއ ޔަތުގެ  ދައލުަތުގެ  ފަރތާަކީ،  ހށުަހަޅާ  ބލީަނ   އިތުރުނ   ވަނަ    17މީގެ 
ބައިވެރިނުވެވޭގތޮަށ   ބީލަމެއ ގައި  ދައލުަތުގެ  މތަިނ   ބާބުގައިވާގޮތުގެ 

 ސަސ ޕެނ ޑ ކުރެވިފައިވާ ފަރާތަކށަ  ނުވުނ .  
  

ބީލަމާއި ގުޅިގެނ   .3
މަޢލުޫމާތު  
 ސާފުކުރުނ 

ސާފުކުރުމަށ   މޢަުލޫމާތު  ފޮނުއ ވނާީ،  ވާނަމަ  މޢަުލޫމާތެއ   ސާފުކުރަނ ޖެހޭ  ގުޅިގެނ   ބީލަމާއި 
މި އީމެއިލ  އެޑ ރހެަށެވެ.   procurement@elections.gov.mvދެވިފައިވާ މުއ ދަތުގެ ތެރޭގައި :

 އަށެވެ. 3004428ނޫނީ  3004461އަދި ގުޅުއ ވާނީ 
    
ބލީަނ    .4

 ތައ ޔާރުކުރުނ 
ބަސ : 4.1 ބލީަނ  ހށުަހަޅާ ފަރތާުނ  ބލީަނ  ތައ ޔާރު ކުރަނ ވާނީ    -ބީލަމުގައި ބނޭުނ  ކުރެވޭ 

ބީލަމާއިއެކު ދީފައިވާ ނަމޫނާއާ އެއ ގތޮަށެވެ. އަދި ބީލަމާއިއެކު ހށުަހަޅނަ ޖެހޭ ރފިަރެނ ސ  
 ލިޔނު ތައ  އިނގިރޭސި ބހަުނ  ހުށަހެޅދިާނެއެވެ. 

  

ފައިސާ: 4.2 ކުރާ  ބނޭުނ   ދިވެހި    -ބީލަމުގައި  ހުނ ނަނ ވާނީ  ކުރެވިފައި  އަގު  ބީލަމުގައި  މި 
 ޖީއެސ ޓީއަށ  ދައ ކާ އަދަދު ހިމަނައގިެނ ނެވެ.  ރުފިޔާއިނ 
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ބލީަނ    .4
 ތައ ޔާރުކުރުނ 

ބީލަމުގެ މުއ ދަތު ހަމަވާ ތާރީޚ  އނޮ ނނަ ވާނީ ބލީަނ  ހުޅުވާ ތާރީޚުނ     -ބީލަމުގެ މުއ ދަތު: 4.3
 ދުވަހުގެ މުއ ދަތަށެވެ. 120ފށެިގެނ  

  

ބީލަމުގެ ހުރިހާ ސފަ ހާއެއ ގައި ބލީަނ  ހުށަހަޅާ ފަރާތުގެ ނުވަތަ އެފަރތާުނ  އައ ޔަނ  ކުރާ  4.4
އަދި ހުރިހާ ޞަފުޙާއެއ ގައި ތަރުތީބުނ  ނަނ ބަރު    ފަރާތުގެ ސޮޔާއި ކުނ ފުނީގެ ތައ ގަނޑު

 ޖަހނަ ވާނެއެވެ. 
    

 ބލީަނ  ހުށަހެޅުނ   .5
 

ބަނ ދުކުރެވިފައެވެ 5.1 އުރައެއ ގައި  ސިޓީ  ހުނ ނަނ ވާނީ  ބޭރުގައި ބލީަނ   އުރައިގެ  ސިޓީ   .
 އ ކަނ  އނެގެނ  އނޮ ނނަ ވާނެއެވެ. ބީލަމެހށުަހަޅާ ފަރާތުގެ ނަމާއި ކޮނ ކަމަކށަ  ހށުަހެޅޭ 

  

ޖީ.އެސ .ޓީ ހިމނަައިގެނ   5.2 އަގު ހށުަހަޅަނ ވާނީ  / ޚދިުމތަެއ ނަމަ  ޖީ.އެސ .ޓީ ނެގޭ މުދަލެއ  
ހށުަހަޅާ ބީލަމުގައި އަގުތައ  ސާފުކޮށ  އނެގެނ  އނޮ ނނަ ވާނެއެވެ.    .ދިވެހި ރުފިޔާއިނ ނެވެ

 އަގު ހށުަހެޅުމށަ  ދެވިފައިވާ ހުރިހާ ބައތިަކަށ  އަގު ހށުަހަޅނަ ވާނެއެވެ. 
  

ބީލަމެއ    5.3 އެއ ވެސ   ހށުަހަޅާ  ފާއިތުވުމށަ ފަހު  ގަޑި  ކަނޑައެޅިފައިވާ  ހށުަހެޅުމަށ   ބލީަނ  
ހަމަޖހެިފައވިަނީ  ކެނޑުމަށ   އުރަ  ބނަ ދުކޮށ ފައިވާ  ބލީަނ ތައ   ނުގނަެވޭނެއެވެ.  ބަލައެއ  
ހާޞިރުގައެވެ.   ފަރާތ ތަކެއ ގެ  ހުރިހާ  ހށުަހަޅާ  ބލީަނ   ގަޑީގައި  ކަނޑައެޅިފައިވާ  އެކަމަށ  
ބލީަނ  ހށުަހެޅުމަށ ފަހު، އަގަށ  ބަދަލެއ  ނުގނެެވޭނެއެވެ. ބލީަނ  ހުޅުވަނ  ކަނޑައޅެިފައިވާ  
ބލީަނ   ކުރުމަކީ  ކަށަވަރު  ގޑަި  ތަނާއި  ކަނޑައެޅިފައިވާ  ހުޅވުަނ   ކުރިނ   ޖެހުމުގެ  ގަޑި 

 ހށުަހަޅާ ފަރާތުގެ ޒިނ މާއެކެވެ.
  

މިގތޮުނ    5.4 އަދި  ވާނެއެވެ.  ގަޑިއަށ  ހާޞިރުވާނ   ކަނޑައެޅިފައިވާ  ފަރތާުނ   ހުށަހަޅާ  ބލީަނ  
އެފަދަ  ހނިދެއ ގައި  ބޭނނު ވެއ ޖެ  ސާފުކުރަނ   މޢަުލޫމާތެއ   ގޮތުނ   ބީލަމާބެހޭ  ހށުަހަޅާ 
ޚިލާފު  ކުރިނ   ހށުަހެޅުމުގެ  ބީލަނ   ވާނެއެވެ.  ހާޞިރުވާނ   މީހަކު  ދެވޭވަރުގެ  މޢަުލޫމާތެއ  
އެކަމެއ    ބޭނނު ވެއ ޖެނަމަ  ސާފުކުރަނ   ކަމެއ   އެއ ވެސ   އޮޅުނ އަރާ  ނުވަތަ  އުފެދޭ 
ސާފުކުރނަ ޖެހޭނެއެވެ. ބލީަނ  ހުށަހެޅުމަށ  ހާޞިރުވާ ކޮނ މެ ފަރތާަކުނ  ހށުަހެޅޭނީ އެނ މެ  

 ބީލަމެކެވެ. 
ދެވނޭަމަ   5.5 އެމެނ ޑ މނެ ޓެއ   ކޮމިޝނަުނ   އިލެކ ޝަނ ސ   ގުޅިގެނ    މިބީލަމާއި 

 ކުރެވޭނެއެވެ.  އަދި ގެޒެޓުގައި ޝާއިޢު އެ އމެެނ ޑ މނެ ޓެއ  މިކޮމޝިަނުގެ ވެބ ސައޓިު
  

ހިނދެއ ގައި   5.6 ނުވެއ ޖެ  ބޭނުނ   އިދާރާއިނ   މި  ހޯދުމށަ ،  ޚިދުމަތ /ތަކެތި  އޢިުލނާުކޮށ ފައިވާ 
އެކަމށަ ހށުަހެޅި ބީލނަ ތައ  ބތާިލ  ކުރުމުގެ އިޚ ތިޔާރު މިއިދާރާއަށ  ލިބިގެނ ވެއެވެ. މިގތޮުނ  

ބީލނަ ވެރިނ ނަށ    ކުރެވިއ ޖެނަމަ  ބާތިލ   މުކޮށ  ނ އާއނެ ގުމަށ   ބީލނަ ތައ  
 އިޢލުާނ ކުރެވޭނެއެވެ. 
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ބލީަނ    .6
 ބޠާިލ ކުރުނ  

 މި މާއ ދާގައި ބަޔާނ ކށޮ ފައިވާކަމެއ  ފުރިހަމަ ނުވނާަމަ އެ ބީލަމެއ  ބާޠިލު ކުރެވޭނެއެވެ.  6.1
  

ބލީަނ   (ކަރުދާސ   މަޢލުޫމާތު)  1  އެނެކ ސ  6.1.1 ގތޮަށ   ބަޔނާ ކޮށ ފައިވާ  ގައި 
 ފައިނވުުނ . ހށުަހަޅާ

  

އެސ ޓިމޓޭ  (ކަރުދާސ   އަގުހށުަހަޅާ)  3  އެނެކ ސ  6.1.2 ހުށަހަޅާ  އަގާއި  ޖުމ ލަ  ގެ 
 )ކޓޯޭޝނަ ، ބީ.އޯ.ކިޔު. ނުވަތަ އނަ ދާސީ ހިސާބު( ޖުމ ލަ އަގު ދިމނާުވުނ .  

  

ސާފުކޮށ  (ކަރުދާސ   އަގުހށުަހަޅާ)  3  އެނެކ ސ  6.1.3 މުއ ދަތު  އަދި  އަގު  ޖުމ ލަ  ގެ 
 ނގޭގތޮަށ  ނެތުނ . އެ

  

 ބލީަނ  ހށުަހަޅާ ފަރތާުނ  ހށުަހަޅނަ ޖެހޭ ތަކެތި އަދި ޗެކ ލިސ ޓ ()  4އެނެކ ސ    6.1.4
 ގައި ބނުެފައިވާ ލިޔނު ތަކުގެ ތެރެއިނ  ލިޔުމެއ  ހށުަހަޅާފައި ނވުުނ .

  

)އެނކެ ސ    6.1.5 ފޯމ ތަކުގައި  ހށުަހަޅާ  އަދި    3އަގު  ކރަުދާސ   އަގުހށުަހަޅާ  ގައިވާ 
ހށުަހަޅާ އެސ ޓިމޓޭ ، ކޯޓޝޭަނ ، ބީ.އޯ.ކިޔު ނުވަތަ އަނ ދާސީ ހިސާބު( ބީލަނ  

 ވެރިޔާގެ ސޮޔއާި ކނު ފނުީގެ ތައ ގަނޑު ނތެުނ .  
  
  

ފެށގިެނ   6.1.6 ތާރީޚުނ   ހުޅުވާ  ބލީަނ   ތާރީޚށަ ،  ހަމަވާ  މުއ ދަތު   ބީލަމުގެ 
 ނވުުނ . ދުވަސ ދީފައި 120

  

ތަފ ސީލު/ޓެކ ނިކަލ  ސ ޕ ސިފިކޝޭަނ  ލިޔުނ    ޕ ރޮޑަކ ޓ ގެ  ހށުަހަޅާ  އެފަރތާަކުނ  6.1.7
 ފޓޮޯ ހިމނަާފައނިުވުނ .   އަދި

    
ބީލަމާއެކު  .7

ހށުަހަޅނަ ޖެހޭ  
 ތަކެތި 

ޗެކ ލިސ ޓ ()4 އެނެކ ސ    7.1 އަދި  ތަކެތި  ހުށަހަޅނަ ޖެހޭ  ފަރތާުނ   ހށުަހަޅާ  ގައި    ބީލަނ  
ލިޔނު ތައ    ބުނެފައިވާ  ހށުަހަޅަނ   ބީލަމާއެކު  މި  ތެރެއިނ   ލިޔނު ތަކުގެ  ބުނެފައިވާ 

 ހށުަހަޅނަ ވާނެއެވެ.  

    
 ލިޔުނ  ތަޖުރިބާ 8

 ހށުަހެޅުނ  
ލިޔުނ    8.1 ތނަ ތނަުނ   މަސައ ކަތ ކށޮ ދީފައިވާ  ގތޮުނ   ހާމަކުރުމުގެ  މނި ވަރު  ހުރި  ތަޖުރިބާ 

 ފުރިހަމަވނާ ޖެހޭނެއެވެ. ވާ ކނަ ކަނ ހށުަހަޅާއިރު މި މާއ ދާގައި ބަޔާނ ކށޮ ފައި
 .ލިޔުމެއ ކަމުގައވިުނ  މަސައ ކަތެއ ގެ ތެރޭގައިކށޮ ފައިވާ އަހަރުގެ 4 ވތޭުވެދިޔަ 8.2.1

  

 .ލިޔުމއެ ކަމުގައވިުނ  ގުޅުނ ހުރި މަސައ ކަތާއި ކުރނަ ޖެހޭ ގުޅގިެނ  އިޢލުާނާއި މި 8.2.2
  

 .ލިޔުމެއ ކަމުގައވިުނ  ދީފައިވާ ފުރިހަމަކުރމުުނ  މަސައ ކަތ  8.2.3
  

  އނެގޭނެ   ނނި މާފައިވާކަނ   މަސައ ކަތ   ،މުއ ދަތަށ   ނނި މނަ ޖެހޭ  މަސައ ކަތ  8.2.4
 .ލިޔުމެއ ކަމުގައވިުނ 

  ، މުއ ދަތު  ،އަގު  ޖުމ ލަ  ،ތަފ ޞީލ   މަސައ ކަތު  ލިޔނު ތަކުގައި  ހށުަހަޅާ  މިގތޮުނ  8.2.5
 ނނި މި   މަސައ ކަތ   އަދި  ތާރީޚު  ނނި މނަ ޖެހޭ  ،ތާރީޚު  ހަވާލުކުރވެުނު  މަސައ ކަތ 

 .އނޮ ނނަ ވާނެއެވެ  އެނގެނ  ތާރީޚު
  

  ، ހށުަހަޅނާަމަ   ލިޔނު   ގތޮުނ   ކުރުމުގެ  ހާމަ  މިނ ވަރު  ހުރި  ތަޖުރިބާ  އަދި 8.2.6
  ކށޮ ފައިވާ   ފަރާތުނ   ހުށަހަޅާ  ބލީަނ )  5  އެނެކ ސ   އަދަދު  ލިޔުމުގެ  ހށުަހަޅާ

 . ހމިަނނަ ވާނެއެވެ ގައި(ތަފ ސީލ  މަސައ ކތަ ތަކުގެ ގުޅުނ ހުރި
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ބީލނަ ތައ    .9
އިވޭލުއޭޓ  
ކުރުމާއި  
ބީލަމުގައި 
ބައިވެރިވި 

ބީލަނ ވެރނި ނަށ   
މަޢލުޫމާތު  

 ދނިުނ  

ބލީަނ    9.1 ވަޒަނ ކށޮ ،  ބލީަނ ތައ   ބަލައގިަނެ،  ބީލނަ ތައ   ކޮމިޝނަަށ   އިލެކ ޝަނ ސ  
ޝަރތުުތަކާއި   މައުލޫމތާަށާއި  ދެވިފައިވާ  ކުރުމަށ  ހށުަހެޅުމަށ   އިވެލުއޭޓ   ބީލަނ  

ކ ރައޓިީރިއާ   ބައތިަކަށ   ބނޭުނ ކުރާނެ  ބީލަމުގެ  ފުރހިަމަކޮށ ފައިވާ  ބަލައިގެނ   މިނ ގަނޑަށ  
 މާރކ ސ  ދެވޭނެއެވެ.

  

ބލީަނ  ހަވާލުކުރާނެ ފަރާތެއ  ކަނޑައަޅާނީ ޝަރުޠު ފުރިހަމަވާ ފަރތާ ތަކުގެ ތެރެއިނ  އނެ މެ  9.2
 މތަިނ  މާކ ސ ލިބޭ ފަރތާަކަށެވެ.  

  

ގައި ބަޔާނ ކށޮ ފައިވާ 10.47މާލިއ ޔަތުގެ ގަވާއިދުގެ   ބީލަމުގައި ބައިވެރިވި ބީލނަ ވެރިނ ނަށ  9.3
 ގތޮުގެމަތނި  މަޢލުޫމާތު ހާމަކުރެވޭނެއެވެ. 

 
އެއ ބަސ ވުމުގެ  .10

އާނ މު މާއ ދާތައ  
އަދި ޚާއ ސަ  

 މާއ ދާތައ 

  :އެއ ބަސ ވުމުގެ ދށަުނ  ގނަ ނަ ތަކެތީގެ ނުވަތަ ކުރނަ ޖެހޭ މަސައ ކަތާއި ދނޭ ޖެހޭ ޚދިުމަތު  10.1
  ޚދިުމަތުގެ   ދނޭ ޖެހޭ  މަސައ ކަތާއި  ކުރނަ ޖެހޭ  ނުވަތަ  ތަކެތީގެ  ގަނ ނަ  ދށަުނ   އެއ ބަސ ވުމުގެ

 މި ޕ ރޮޖެކ ޓ ގެ ދށަުނ  ހަދާ އެއ ބަސ ވުމުގައި ބަޔނާ ކޮށ ފައިވާނެއެވެ.   ތަފ ޞީލު
  

 ބދަަލުކުރުނ    ލިޔެކިޔުނ   10.2
އެއ ބަސ ވުމުގައި ޝާމިލުވާ ފަރތާ ތަކުނ  މިއެއ ބަސ ވުމާއި ގުޅިގނެ  އެއ ފަރތާުނ   10.2.1 

އަނެއ ފަރތާަށ  އނަ ގނަ ޖެހޭ އެނ މެހައި އނެ ގނު ތައ  އާނ މު ގޮތެއ ގައި އަނ ގާނީ 
 . ލިޔމުުނ ނެވެ ،ދިވެހިބހަުނ  

   

ކޮމިޝނަުގެ  10.2.2  މި  ރައ ދުކުރާނީ  ފނޮުވާލިޔުނ   އަނެއ ފަރތާަށ   އެއ ފަރތާުނ  
 އީމެއިލ  އެޑ ރހެަށެވެ. tender@elections.gov.mvރިސެޕ ޝަނ  ނުވަތަ 

  

 އެއ ބަސ ވުމުގެ މުއ ދަތު  10.3
  ދނޭ ޖެހޭ   ،މަސައ ކަތާއި  ކުރނަ ޖެހޭޗާއި،  ތަކެ  ގނަ ނަ  ދށަުނ   އެއ ބަސ ވުމުގެ 10.3.1

ހަދާ ޚދިުމަތ  ގުޅިގެނ   ޕ ރޮޖެކ ޓާއި  މި  މުއ ދަތަކީ  ފޯރުކށޮ ދނޭ ޖެހޭ   
 ބަޔާނ ކށޮ ފައިވާ މުއ ދަތެވެ. އެއ ބަސ ވުމުގައި

  

ފަރާތު 10.3.2 ހަވާލުކުރި  ނުވަތަމަސައ ކަތ   ހނިގާކަމެއ   އިހުމލާުނ    ލަސ ވާ  ގެ 
 ނުގނުޭނެއެވެ.  ލަސ ވުމެއ  މުއ ދތަުގެ ތެރޭގައި 

  

 ޤުދުރަތީ   ނުވަތަ   ބާރނުުފޯރާކަމެއ   ފަރާތުގެ  ހަވާލުވި  މަސައ ކަތ  10.3.3
 ކުރިމަތިވެއ ޖނެަމަ   ކަމެއ   މނެިފެކ ޗަރިނ އާއިގުޅޭ  ނުވަތަ  ކާރިޘާއެއ /ހާދިސާއެއ 
 ނުވަތަ   ރަސ މީ  އެގޭފަދަ  ދިމާވިކަނ   އެކަމެއ   އިތުރުކުރުމށަ ޓަކައި  މުއ ދަތު
 މުއ ދަތު   ނނި މނަ ޖެހޭ  މަސައ ކަތ   ލިޔނު ތަކާއެކު  ރތާ ތަކުގެފަ  ކަމާގުޅޭ

 މި އިދާރާއށަ  ހށުަހަޅނަ ވާނެއެވެ.   ހަމަވުމުގެކުރިނ 
  

ބަލައި   މަސައ ކަތ  ނުކުރެވި ދާ ދުވަސ ތައ  މުއ ދތަަށ  އިތުރުކުރެވޭނީ އެކަމެއ  10.3.4
ޤަވާއިދުގެ   މާލިއ ޔަތުގެ  ގޮތުގެމތަިނ   އި  ގ10.49ަދައލުަތުގެ  ކށޮ ފައިވާ  ބަޔާނ  
 ބިޑ  ކޮމެޓީއށަ  ހށުަހަޅައގިެނ ނެވެ.
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އެއ ބަސ ވުމުގެ  .10
އާނ މު 

މާއ ދާތައ  އަދި 
ޚާއ ސަ  
 މާއ ދާތައ 

 އެއ ބަސ ވެފައިވާ މުއ ދަތށަ  ނުނިމިއ ޖނެަމަ، ޖޫރިމާނާގެ ގޮތުގައި ފައިސާ ކަނޑނާެގޮތ    10.4
ދަ 10.4.1 ނނުިމޭނަމަ  މަސައ ކަތ   މުއ ދތަަށ   މާލިއ ޔަތުގެ އުއެއ ބަސ ވުމުގައިވާ  ލަތުގެ 

ލިކުއިޑޓޭޑަ     10.65ޤަވާއިދުގެ   ގޮތުގެމތަިނ   އެއ ގޮތ ވާ  މއާ ދާއާ  ވަނަ 
 ޑެމޭޖަސ  ކެނޑޭނެއެވެ. 

 

މަސައ ކަތ    10.4.2 މުއ ދތަަށ   ޖޫރމިަނާ  ނުނިމިއ ޖެނމަަ  އެއ ބަސ ވުމުގައިވާ 
 ޖޫރިމަނާކުރާ ފައިސާގެ އަދަދު   ،ކުރެވިދނާެކަމަށ  ބަޔާނ ކށޮ ފައި އޮތ  ނަމަވެސ 

އެއ ބަސ ވުމުގެ %  މުޅި  އަގުގެ  ވުރެ   15ޖުމ ލަ  އަށ   އިނ ސައ ތަ(   )ފަނަރަ 
ޑެމޭޖަސ    ގެނައުމުގެ   އ ޖނެަމަތުރުވެއިލިކުއިޑޓޭަޑ   ނިމުމަކަށ   މިއެއ ބަސ ވުނ  

 . ފަރާތށަ  ލިބިގެނ ވެއެވެ އިޚ ތިޔާރު މަސައ ކަތ  ޙަވާލުކުރި 
  

 ކުރިޔަށ   މަސައ ކަތ   ބަޔނާ ކޮށ ފައިވާގޮތަށ   އެއ ބަސ ވުމުގައި  ބތާިލ ކުރުނ :  އެގ ރމީަނ ޓ   10.5
ޚިދުމަތ   މުއ ދަތަނުވަތަ    ކުރެވިއ ޖނެަމަ   ފާހަގަ   ނުދާކަމަށ  ނުދެވިއ ޖނެަމަށ   މި    ،ފޯރުކޮށ  

ގނަ ނަ ޚިދުމަތ  ލިބިއިޚ ތިޔާރު    ޚިދުމަތ  ހޯދުމުގެއެއ ބަސ ވުނ  ބޠާިލުކޮށ  އހެެނ  ފަރތާަކުނ   
 ފަރާތށަ  ލިބިގެނ ވެއެވެ. 

  

  އެއ ވެސ    ސަރުކާރުގެ   ސޮއިކުރުމަށ ފަހު  ދެފަރތާުނ   އެއ ބަސ ވމުުގައި  ކނަ ކަނ :  އެހެނހިެނ   10.6
  އެފަދަ   ނުވަތަ  އެނގިއ ޖނެަމަ  ތަޢާރޟުުވާކަނ   މިއެއ ބަސ ވުމާއި  ޤަވާއިދަކާ  ނުވަތަ  ޤނާޫނެއ 
 މިއެއ ބަސ ވުނ   މުޅި  ސަބަބުނ   އެކަމެއ ގެ  ހެދިއ ޖނެަމަ  ޤަވާއިދެއ   ނުވަތަ  ޤނާޫނެއ 

 އެމާއ ދާއެއ   ވެއ ޖނެަމަ  ހިމނެޭގޮތ   މިއެއ ބަސ ވުމުގައި  މާއ ދާއެއ   ދައެފަ.  ބޠާިލެއ ނުވާނެއެވެ
 ވެސ   ދެފަރތާުނ   ދެމެހެއ ޓުމަށ   އުވނާުލައި  މއިެއ ބަސ ވުނ   ނަމަވެސ   އޞި ލާޙ ކޮށ ގެނ 

 .ވާނެއެވެ އެއ ބަސ ވާނ 
  

 ،ޓެކ ސ ތަކާއި  ދައ ކނަ ޖެހޭ  ގުޅގިެނ   މމިަސައ ކަތާއި  :ފީތައ    އެހނެިހެނ    އަދި   ޓެކ ސ   10.7
 ފީއެއ   އެހނެިހެއ   އަދި  ފީތައ   ލައިސަނ ސ   އމި ޕޓޯ   ،ޑިޔޓުީތަކާއި  ކަސ ޓަމ ސ 

 .ފަރތާުނ ނެވެ ހަވާލުވި މަސައ ކަތ  ދައ ކާނީ ފީއެއ  ދައ ކނަ ޖެހިއ ޖނެަމަ
  

  ބަދަލެއ ގނެެވޭނީ  މާއ ދާއަކަށ   އެއ ވެސ   އެއ ބަސ ވުމުގައިވާ  :ބަދލަުގެނައުނ    އެއ ބަސ ވުމަށ   10.8
 .އެއ ބަސ ވުމަކުނ ނެވެ  ސޮއިކުރެވޭ މެދުގައި ދފެަރާތުގެ

  

ޤާނޫނު  10.9 ހނިގާނެ  ހނި ގނާީ  :އެއ ބަސ ވުމަށ   ތަނ ފީޛުކުރާނީ    ،އެއ ބަސ ވުނ   އަދި 
 . ދިވެހިރާއ ޖޭގެ ޤާނނޫުތަކާއި ޤަވާއިދުތަކާއި އެއ ގތޮަށެވެ

 ދެބަސ ވުނ   10.11
ދައ ކައގިެނ    10.11.1 ދެބަސ ވުނ  ދެފަރާތުގެމެދުގައި ވާހަކަ  އެއ ބަސ ވުމާއި މެދު އުފެދޭ 

ނުކުރެވިއ ޖނެަމަ މައ ސަލަ   ،ހައ ލު  ކޓޯަކަށ   ޝަރުޢީ  ދިވެހިރާއ ޖޭގެ 
 . ހށުަހަޅައިގނެ  ނނި މާނީއެވެ

  

ސަބަބުނ   އެއ ބަސ ވުމުގައި   10.11.2 ކަމެއ ގެ  ވާހަކަ ނހުިމެނޭ  ދެފަރާތުގެމެދުގައި 
ނުކުރެވިއ ޖނެަމަ ހައ ލު  ކޓޯަކަށ    ،ދައ ކައިގެނ   ޝަރުޢީ  ދިވެހިރާއ ޖޭގެ 
 .މައ ސަލަ ހށުަހަޅައިގެނ  ނިނ މާނީއެވެ
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އެއ ބަސ ވުމުގެ  .10
އާނ މު 

މާއ ދާތައ  އަދި 
ޚާއ ސަ  
 މާއ ދާތައ 

އަދި އެ  10.12 ޚިލފާުވުނ   ފިޔަވަޅއުެޅުނ   އ ބަސ ވުމާ  އެއ ބަސ ވުމުގައި    ބީލަނ ވެރިނ ނާމެދު 
ސޮއިކުރުމަށ ފަހު   އެއ ބަސ ވުމުގައި  ނުވަތަ  ދކޫށޮ ލައފިިނަމަ  މަސައ ކަތ   ސޮއިކުރުމށަ ފަހު 
މަސައ ކަތ  ފުރިހަމަ ނުކޮށ  މަސައ ކަތ  ދޫކށޮ ލައފިިނަމަ ދައުލަތުގެ މާލިއ ޔަތުގެ ޤަވާއިދުގެ 

 .ގައި ބަޔާނ ކށޮ ފައިވާ ގޮތުގެމތަިނ  ފިޔަވަޅުއެޅޭނެއެވެ.7010

    
ބލީަނ    11.

އިވެލުއޭޓ  
ކުރުމަށ  

ބނޭުނ ކުރާނެ  
ކ ރައޓިީރިއާ 

އާއި 
 މނި ގަނޑުތައ  

ތިރީގައި  11.1 ތެރެއިނ   ފަރތާ ތަކުގެ  ފުރިހަމަވާ  ޝަރުތު  ހޯދާނީ  ފަރާތ   ކާމިޔާބުކުރާ  ބލީަނ  
ލިބޭ   ޕޮއނި ޓ   ގިނަ  އެނ މެ  ޖުމ ލަކުރުމުނ   ޕޮއނި ޓ   ލިބޭ  ބަޔަށ   ބަޔނާ ކޮށ ފައިވާ 

 ފަރތާަކަށެވެ. 
 

 ޕޮއިނ ޓ    80އަގު  
ރޭޝިއޯ  ގތޮަށ   ލިބޭ  ޕޮއިނ ޓ   މަތިނ   އެނ މެ  ފަރާތަށ   ހށުަހަޅާ  އަގު  އނެ މެދަށ  
އުސޫލނު ނެވެ. އެނ މެ މތަިނ  ޕޮއނި ޓ  ލިބޭފަރާތުގެ އިތުރުނ  އެހެނ  ފަރާތ ތަކަށ  ޕޮއިނ ޓ   

 ދެވޭނީ ތިރީގައިއެވާ ފޯމިއުލާގައިވާ ގތޮަށެވެ. 

        × 80ބީލަމުގެ އަގށަ  ލިބޭ ޕޮއނި ޓ  = 
 އެނ މެ ދަށ  އަގު
 ހށުަހަޅާފައިވާ އަގު

  
 

 ޕޮއިނ ޓ    20ތަޖުރިބާ    މަސައ ކަތުގެ 

ގައިވާގތޮަށ  ލިޔުނ    8.1މަސައ ކަތު ތަޖުރިބާއަށ  މާކ ސ ދޭނީ މި މަޢލުޫމާތު ކަރުދާހުގެ  
ފަރތާަށ    ހށުަހަޅާ  ލިޔުނ   ތަޖުރިބާގެ  ގިނަ  އެނ މެ  ތެރެއިނ   ފަރތާ ތަކުގެ  ހށުަހަޅާފައިވާ 
ޕޮއިނ ޓ    މތަިނ   އެނ މެ  އުސޫލނު ނެވެ.  ރޭޝިއޯ  ގތޮަށ   ލިބޭ  ޕޮއނި ޓ   މތަިނ   އެނ މެ 
ފޯމިއުލާގައިވާ  ތިރީގައިއެވާ  ދެވޭނީ  ޕޮއނި ޓ   ފަރާތ ތަކަށ   އެހެނ   އިތުރުނ   ލިބޭފަރާތުގެ 

 ގތޮަށެވެ. 

 × 20ތަޖުރިބާއށަ  ލިބޭ ޕޮއނި ޓ  = 
 ހުށަހަޅާފައިވާ ތަޖުރިބާ 
 އެނ މެ ގިނަ ތަޖުރިބާ 
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 )މަޢުލޫމތާު ކަރުދާސ (   1-އެނެކ ސ  
1. Introduction 

The Elections Commission of Maldives (herein referred as ECM) is seeking qualified 
vendors to submit proposals for the supply and delivery of an advanced endpoint 
protection solution. The objective of this procurement is to enhance our cybersecurity 
posture by implementing robust, scalable, and centrally managed protection for all 
endpoint devices across our organization. 

 
The successful bidder will be expected to provide a solution that offers comprehensive 
threat prevention, detection, and response capabilities, along with timely updates, 
technical support, and clear deployment guidance. This initiative aims to safeguard our 
network, systems, and data against evolving cyber threats while ensuring compliance with 
applicable security standards. 
 

2. Technical & Functional Specifications 
2.1. General Requirements 

2.1.1 The Endpoint Security Solution setup must have the capability to scale the 
number of endpoints, which may be implemented in phased manner. 

2.1.2 The proposed solution should support either Saas based platform or on-
premises deployment 

2.1.3 In case of on-prem solution bidder will provide requisites hosting hardware 
& all necessary software within the quoted price. Only cost of proxy 
servers will be quoted separately. 

2.1.4 The bidder must ensure that hardware/software required at the central 
console can scale to onboard additional endpoints at any time. 

2.1.5 Solutions features must be fully compatible over IPv4/IPv6 network such 
as hardware, software and application software etc. 

2.1.6 Solution should have management infrastructure, operational monitoring, 
upgrades, reporting, notifications & 24x7 support. 

2.1.7 The quoted solution must be part of MITRE ATTACK evaluations or any 
other equivalent evaluation programs during last 3 years. 

2.1.8 The proposed solution shall include licensing for a minimum of 335 
endpoints, covering all required features and functionalities. 

2.1.9 The proposed licensing shall be valid for a period of one (1) year from the 
date of activation. 

 
2.2.  Management Console 

2.2.1 The solution should provide a unified web-based console for all 
functionalities and should allow administrators to access the management 
interface to any authorized user, without installing additional software 

2.2.2 The solution should support multi-site configuration and multiple tenants 
within same organization. 
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2.2.3 The solution should provide the flexibility to have individual rules/policies 
for every group. The   solution should also support policy inheritance from 
Account to Site to Group with the ability to break inheritance if required. 

2.2.4 The proposed solution must have the option to create role-based 
access/view(s) of the management console. 
 

2.2.5 The solution should provide API access to all management capabilities and 
access to data. API should be well documented and available without any 
additional cost and application and hardware. The solution should have 
ability to quickly run APIs on the console data set without any limitations. 

2.2.6 Solutions must provide multi-factor authentication and single sign-on 
solutions for the management console and sensitive functions such as 
remote shell. 

2.2.7 Solution must provide non-repudiable Centralized auditing and logging of 
activity through the management console. Management activity must be 
logged and audited with the ability to send logs to an external source 
without restrictions. 

2.2.8 The centralized management console should support features such as 
below: 
2.2.8.1 File hash Information collection 
2.2.8.2 Termination of the service  
2.2.8.3 Download of binary  
2.2.8.4 Addition of hash value to block list  
2.2.8.5 Delete the file  
2.2.8.6 Send the hash to get the verdict (Threat Intelligence 

integration)  
2.2.8.7 Execute a python script  
2.2.8.8 Execute a PowerShell script 

 
2.3. Endpoint Agent Capabilities  

2.3.1 Endpoint Agent must provide Endpoint Protection (EPP) and Endpoint 
Detection & Response (EDR) capabilities available in a single agent 
without requiring multiple software packages to be installed. Besides this, 
all the other security features of the solution, e.g. Host Firewall, threat 
intel, Device Control, real-time analysis & threat hunting must be available 
via a single agent. 

2.3.2 Endpoint Agent must provide strong anti-tamper capabilities, to ensure 
that an end user cannot remove, disable or modify the product in any way. 

2.3.3 Endpoint Agent must support ability to on-demand scans (from console 
and/or endpoint) to look for malware or ensure a threat has been 
remediated. 

2.3.4 The proposed solution must have capability to schedule agent upgrades 
from the management console. 
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2.3.5 Endpoint Agent must have ability to temporarily disable agent via the 
management console for temporary troubleshooting or testing. 

2.3.6 Licenses should not restrict features of the solution, in case of license 
count exceeding in emergent/unintended circumstances. 

2.3.7 Solution should have feature of automatically decommissioning old agents 
if they haven't communicated to the management server for a 
configurable period. As and when connection to the system is established 
the agent must be auto populated in the console. 

2.3.8 Endpoint Agent must be lightweight with minimal system resource 
utilization for standard system usage (<3% CPU, <350 MB of memory). 

2.3.9 Agents must support remote uninstallation from the management console. 
2.3.10 Agent must support display of customized alert messages on managed 

endpoints. 
2.3.11 Deployed agents must be able to communicate with the central 

management server via a web proxy. 
2.3.12 The proposed solution shall be able to provide the visualization flow of 

the chain of events. It must include processes in the chain that happen 
before the malicious process 

2.3.13 The proposed solution shall support the collection of forensic data using 
the same EDR agent without making any changes in the system (Endpoint 
Machine) configuration. 
 

2.4. Operating System Support  
2.4.1 Solution must support all versions of Windows Operating Systems starting 

from windows 7 SP1 for endpoints and Windows server 2008 onwards 
servers. 

2.4.2 Solution should support all the latest virtual environments. 
2.4.3 Agent supports all MacOS’s starting from macOS Mojave (10.14). 
2.4.4 Solution should support all the latest Linux environments Amazon, 

CentOS (6.4+ and above), Debian (8 and above), Fedora, Oracle, Red Hat 
Enterprise Linux (6.4 - 6.10 and above), SUSE Linux Enterprise Server 
(12.X and above) Ubuntu (18.04, 16.04, 14.04, and above with LTS) 

2.4.5 Solution must support all Windows OS for a minimum period of 12 
months after the OS version is end of sale/life. Similarly, Solution must 
support all MacOS for a minimum period of 36 months after the OS 
version is end of sale/life 

2.4.6 Solution should support all the new OS Updates/Versions within 60 days 
of release. 

2.4.7 Solution must support Windows agent running in kernel space to ensure 
highest level of anti-tamper. 

2.4.8 Mac agent should support Kextless architecture. 
2.4.9 Linux agents must run solely in user space to avoid kernel panics and 

tainted kernels that invalidate support. 
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2.4.10 The proposed solution should provide protection against exploits 
including MacOS, Windows, Linux (Ubuntu & Centos Flavors) and 
processes 

2.4.11 The proposed solution should provide context-aware endpoint 
investigation and response (EDR), recording and detailed reporting of 
system-level activities to allow threat analysts to rapidly assess the nature 
and extent of an attack. The solution must have features for Custom 
detection, intelligence, and controls. 

2.4.12 EDR Solution must provide prevention across all major Operating Systems 
– Windows, MacOS and Linux. 

2.4.13 EDR Solution must have capability to protect the system against known 
and unknown malwares. 

2.4.14 EDR solution should ensure that files are checked for any infection on 
write and execute operations. 

2.4.15 The solution should be effective against sophisticated attacks by analyzing 
Behaviors on an endpoint. 

2.4.16 The solution should have mechanism to protect the endpoint against 
malware, even when the system is not connected to the network. The 
agent needs to be fully autonomous meaning it does not need not to have 
any dependency on Management Server or Cloud or any resources 
external from the Agent to detect and respond appropriately to 
sophisticated threats (Zero Day, File-less, Ram-based, Zero Day exploits, 
Ransomware, Miners, Lateral movement, Reconnaissance attacks , APT) in 
real time as the threats are detected. 

2.4.17 EDR solution should leverage Artificial Intelligence or Machine Learning to 
analyze files pre-execution as well as analyze behaviors while a file is 
running. 

2.4.18 The solution should have capability to detect dormant threats as well. 
2.4.19 The EDR solution should support equivalent protection capabilities across 

Windows, Mac and Linux. 
2.4.20 The solution should protect endpoints from malicious documents and 

scripts. 
2.4.21 The solution should monitor and protect the system from lateral 

movements & insider threats. 
2.4.22 The EDR solution should monitor and protect from exploits and file-less 

attacks. 
2.4.23 The EDR solution should identify and block potentially unwanted 

programs on MAC based systems. 
2.4.24 The solution should provide flexibility to safely download malicious or 

convicted files from the management console. 
2.4.25 Threat alerts should be correlated together automatically across 

enterprise if related to the same attack. 
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2.4.26 The solution must identify data exfiltration via legitimate protocols (DNS 
tunneling, ICMP tunneling). 

2.4.27 The solution must identify and block credential theft attempts occurring in 
memory. (Credential dump, brute force, Denial of Service (DoS) & SQL 
Injection) or network traffic (ARP spoofing, DNS Responder). 

2.4.28 Solution must have multi-method prevention techniques which include 
signature, signatureless, file less, memory based, shell code and 
threats/exploit 

2.4.29 Solution should have mechanisms to manage encryption like BitLocker or 
filevault 

2.4.30 Solution should provide casualty view / process tree, graph for each 
telemetry received from agent, it must not depend on any triggering 
mechanism like alert or condition. 

2.4.31 Solution should detect and notify in case any anomaly in case any change 
in user behavior. 

2.4.32 Solution should be able to detect any session hijacking, Active directory & 
Single sign-on attack. 

2.4.33 Solution should be able to detect and notify for any rare process, task 
execution along with associated identity to identify and mitigate 
suspicious activity. 

2.4.34 Solution should have similar level of exploit protection across all operating 
systems e.g. Windows, Linux, MacOS. 

2.4.35 The proposed solution shall be able to provide real-time prevention 
against exploits of application vulnerabilities by blocking through core 
exploit techniques not limited to Software Logic Flaws, Memory 
Corruptions, code execution, DLL Hijacking, etc. 

2.4.36 The Proposed solution should support backward and forward matching of 
IOCs and Custom Behavioral Indicators. 

2.4.37 The proposed solution should perform multi-level search across endpoints 
using rich-search criteria And User-defined criteria like Username, File - 
Name, File - Hash (MD5, SHA1 and SHA2), IP address, Hostname, 
Registry Key, Registry Value Name & Registry Value Data 

2.4.38 The proposed solution should be able to create multi-stage detailed kill-
chain for performing the root cause analysis of an incident. Kill chain also 
provide reputation of the files from the global threat intelligence as well. 

2.4.39 The proposed solution to provide the advanced response capabilities as 
mentioned below 
2.4.39.1 Kill Processes, Isolate Devices, Block Processes 

2.4.40 Solution should support a full remote shell for all OS (Mac, Windows, 
Linux) and not limit or restrict to set of commands. 

2.4.41 Solution should track all remote shell commands and logged during a 
remote shell session. 
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2.4.42 Solutions should alert both suspicious and malicious threat behavior. 
2.4.43 Solution should have ability to kill and quarantine an offending process. 
2.4.44 Solution should be able to un-quarantine a file from the management 

interface or API. 
2.4.45 Solution should have ability to remediate all operating system changes 

and perform corrective action. Tool should also be able to undo any 
system level changes related to the attack (Registry edits, configuration 
changes etc.) 

2.4.46 Solution should have options to reverse destructive data events including 
but not limited to ransomware. The tool should also recover files that 
were deleted or encrypted as part of an attack and restore files to their 
pre-attack state. 

2.4.47 Detect Cloud-Based Attacks Such as Exploits, Ransomware, 
Cryptojacking, And Web Shells. 

2.4.48 The solution should provide the option to network quarantine a device 
and provide flexibility to configure the select allow list during quarantine 

2.4.49 Threat response capabilities offered by the solution should be automated. 
2.4.50 Solution should provide a mechanism to take remedial actions on multiple 

systems at once. 
2.4.51 Solution should have options to add notes or set the status of an issue or 

event (i.e. resolved, in progress, unresolved) 
2.4.52 The solution provided should support static, dynamic, bare metal & 

recursive analysis etc. 
2.4.53 Tool should provide Ability to support policy inheritance across an 

account, site or group of devices 
2.4.54 Tool should have the option to provide dynamic policy assignment based 

on device attributes 
2.4.55 Devices should be installed and placed directly into a specific device 

group at time of installation 
2.4.56 The policy context should provide the option to turn ON or OFF unique 

engines or by Type of engine (Pre-Execution and Run-Time Engines). 
2.4.57 The product should have predefined list of known or recommended 

exclusions 
2.4.58 Tool should provide the option for the administrators to make policy 

exclusions of the console at multiple levels. (Account, Site, Group) 
2.4.59 Provide option for exclusions be deployed in a highly granular way to 

make the smallest exception possible while still supporting 
interoperability. 

2.4.60 Provide option for Administrators to configure exclusions to 
independently suppress alerts related to file-based machine learning 
and/or behavioral engines 
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2.4.61 Exclusions to be configured by the administrator to handle interoperability 
issues down to specific paths or single executables by reducing monitoring 
of parent processes and/or parent processes and all their spawned child 
processes 

2.4.62 Provide options for exclusions be made by administrators of the console 
for the following parameters  
2.4.62.1 Hash and Path 
2.4.62.2 Certificate or Signer ID 
2.4.62.3 File Type 

 
2.5. Device Control & Application Visibility 

2.5.1 Tool to have the capability to control external USB media and fine tune 
Block policy to allow only   'Read only' access to the USB media including 
mobile. 

2.5.2 Tools should have the capability to control external Bluetooth devices 
including mobile 

2.5.3 The proposed solution should have granular device control capability 
which can be applied to a Class, Serial Number Product ID or Type of 
Device. 

2.5.4 Device control capabilities should be available on Mac and Windows 
2.5.5 The proposed solution must provide a software/application inventory for 

the environment and identify unpatched 3rd party software apps that may 
have vulnerabilities 

2.5.6 Device control capabilities should be available on Mac and Windows 
2.5.7 The proposed solution must provide a software/application inventory for 

the environment and identify unpatched 3rd party software apps that may 
have vulnerabilities 

2.5.8 Device control capabilities should be available on Mac and Windows 
2.5.9 The proposed solution must provide a software/application inventory for 

the environment and identify unpatched 3rd party software apps that may 
have vulnerabilities 

2.5.10 The proposed solution should report all known vulnerabilities in programs 
installed on an endpoint, along with export options. 

2.5.11 The solution must have the capability to Run scripts on multiple endpoints 
based on groups/individual to automatically collect forensic artifacts and 
expedite triage and response to reduce MTTR with immediate response 
actions to contain and terminate threats. 

2.5.12 Software Tools Installation and uninstallation on multiple endpoints 
through script execution feature through management console. 

2.5.13 Precooked script from OEM to collect data and take remedial action 
through management console on endpoints. 

2.5.14 Host Based Firewall Control 
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2.5.15 The solution should provide Firewall Control for Windows, MAC & Linux. 
it must not be limited to Windows only. The firewall control policy should 
provide context unique to each group of Endpoints. Firewall and should 
support FQDN’s, IP, CIDR, Range. 

2.5.16 The proposed solution should have Firewall rules be built to apply to a 
specific group of devices (leveraging tagging or policy groups) 

2.5.17 Firewall rules should be location aware to apply different policies when on 
or off network 

 
2.6. Device & Network Discovery 

2.6.1 Solution must have capability to implement policies for rogue devices to 
reduce the potential attack    surface, and Actions could include isolate 
(prevent communication from rogue devices) or installing an agent. 

2.6.2 The proposed solution must have the capability to manage the Live global 
asset inventory, Advanced ML device fingerprinting with flexible active + 
passive scanning and isolating suspicious and malicious devices. 

2.6.3 The solution should automatically discover IoT devices in a network 
without the need to deploy sensors, sniffers or other hardware. 

2.6.4 The solution should provide flexibility to ensure discovery is only 
occurring on desired networks 

2.6.5 The solution should have the ability to actively scan for, and fingerprint 
unmanaged and IoT devices. The solution should provide the means to 
search for devices based on device class (Video, Mobile, Printer, 
Infrastructure, Server, Workstation, IPPhone, Storage, Virtual Machine) 

 
2.7. Integrations 

2.7.1 The solution must have capability to Integrate with Active Directory 
2.7.2 The solution should have native integrations with SIEM solutions such as 

Splunk & Qradar etc. 
2.7.3 The product should stream EDR data in real-time to own internal data lake 
2.7.4 EDR solution should natively send event logs via Syslog. The solution 

must support the following syslog formats: CEF, CEF2, RFC-5424, STIX 
and IOC. It should support SSL and X.509 certificates for syslog transport 
encryption and authentication. 

2.7.5 The solution must have capability to API integration 
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2.8. Dashboards & Reporting 
2.8.1 The proposed solution must identify rogue devices’ discovery capability to 

reduce the potential   attack surface, with Network exclusion capability 
2.8.2 The proposed solution has option to export data into 3rd party reporting 

tools. 
2.8.3 The proposed solution must have   inbuilt and customizable dashboards 

and reporting capability per Site /Group and user. 
2.8.4 The Solution should have capability to report all known vulnerabilities in 

programs installed on an endpoint, along with export option. 
2.8.5 The dashboards should be customized per user 
2.8.6 Solution should support Incident merge with another similar incident to 

reduce the analyst workload in managing operations. 
 

3. Warranty, Support & Maintenance 
3.1. The bidder should provide a One Year Warranty for the respective requirements 

included in the proposed solution. 
3.2. A comprehensive SLA must be provided with the proposal for one year. 
3.3.  The proposed solution should offer an option to have a technical account manager 

or higher level of support, please outline the offering & SLA's. 
3.4. The proposed solution should offer services to assist with the deployment and 

configuration of the solution. 
3.5. The proposed solution must provide Customer receive 24x7x365 support 

coverage, follow-the-sun support for Severity-1 and Severity -2 
3.6. Vendor should have optional web based/on-demand training as well as live/in-

person training, please provide available training courses. 
3.7. The bidder must Provide security-focused technical expertise and support, Project 

planning/management and documentation 
 

 
4. Delivery and Installation Schedule 

4.1. The vendor shall deliver hardware, install the software and integrate with existing 
infrastructure within 1 weeks from the date the project is awarded. 

4.2. After completion of installation the bidder should obtain sign-off on the 
Installation-cum-Acceptance certificate from the ECM official. ECM will carry out 
acceptance of hardware/software as per acceptance test plan. 

4.3. Installation will be treated as incomplete in one/all the following situations: 
4.3.1 Non-delivery of any software or other components, accessories, 

documentation, drivers, media mentioned in the order. 
4.3.2 Non-delivery of supporting documentation. 
4.3.3 Delivery, but no installation of the components and/or software. 
4.3.4 System operational, but unsatisfactory to ECM 
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5. Expectations from Bidders 

5.1. As required by this RFP, the bid must be accurate, comprehensive, and in the 
format specified. As stated in points 1, 2, and 3, all suggested items must be 
accompanied by the relevant technical documents. 

5.2. The vendor must provide at least 5 references where such systems have been 
installed on on-premises and are being maintained. (Reference from the client 
confirming the completion of the project).   

5.3. The vendor must be an authorized incident response partner of the manufacturer 
of the proposed solution. 

5.4. The vendor must provide a manufacturer authorization letter from the 
manufacturer of the proposed solution. 

5.5. The proposed implementation team must include a minimum of 5 certified incident 
response engineers. 

5.6. The technical Proposal should include solution design diagrams and specifications.  
5.7. Proposed solutions and implementation must be delivered and carried out by the 

bidder. No component of the work can be allowed to be subcontracted. 

 


